
Encryption Key Management  Policy

Overview

Applicability

The applicability of this statement falls under purview of the .

Scope

This policy applies to all key-pair encryption performed within Company-hosted Client-facing systems and systems

containing sensitive Company assets.

Encryption Key Management Policy

Encryption Key Lifecycle

An encryption key lifecycle includes all the phases associated with an encryption key between the time it is generated

and it is destroyed. These include: key generation, key storage, key distribution and key destruction.

Encryption keys shall be stored inside a secure key store or automated Key Management System (KMS) throughout the

lifecycle. The key store should:

Store a key in encrypted format

Associate a key to an owner

Log access of key pair

Key Generation

Algorithms and key sizes to be used shall be compliant with industry accepted standards.

An encryption key shall not be used until a copy has been stored into a key store.

Key Rotation

Keys should have a stated life and should be changed on or before the stated expiry date.

The standard key rotation interval should be quarterly unless explicit justification for a longer interval is approved.

In the event of key compromise or the termination of personnel with key access, keys should be rotated.
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The Encryption Key Management Policy defines the requirements used to control public and private encryption keys

and defines their lifecycle, inclusive of creation, usage, storage, and deletion.
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Key storage

All encryption keys shall be stored in an secure key store. Keys should not be stored in plaintext format on operational

storage (e.g. the hard disk of a server which uses the key for encryption/decryption), except for asymmetric public

keys.

Keys must not be stored on the same media as the encrypted information.

All encryption keys must be regularly backed up so the Company could recover in the event of a corruption. 

Key Distribution

Except for asymmetric public keys, all encryption keys shall be encrypted prior to distribution. Secrets and

public/private keys must be distributed separately, e.g. no complete set of information using the same medium.

Key Destruction

Expired, decommissioned and compromised keys should be archived and retrieval restricted to a limited population.

Audit Logging

Key Management Audit Logs will be secured and retained in alignment with the requirements for other security logs

and reviewed as appropriate to monitor compliance with this policy.
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